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INTRODUCTION

This document describes the User Requirements Specification (URS) for the Validation
Study Information Management System (VSIMS) used for the “ (MSA)” VSIMS-MSA Version
8.0. VSIMS is a secure website that is used to manage multiple validation studies within the
Early Detection Research Network (EDRN). The MSA Validation Study is the first of such
studies to be deployed.

OVERVIEW

VSIMS-MSA will be used to submit data, confirm eligibility, track specimens, track questions
and answers between coordinating centers and sites, transfer data, obtain information about
the study (Contact Information, Protocol, IRB, Manual of Operations, Bulletins and Mailing
Lists) and perform administrative functions. All study documents, reports, forms, etc., will be
printable, including data entered for a participant.

Access to VSIMS for MSA will be controlled through requiring all study staff (including site
Pls) to complete a VSIMS access application which includes a confidentiality statement;
permission to use electronic signature and an indicator to verify that applicant has received
the necessary human subjects and protocol training. The application also authorizes the
DMCC to assign a unique user name and password for access to VSIMS. Each applicant
will be assigned a specific set of rights depending on their role in the study. Only those users
with VSIMS User Rights equal to Working Rights will be able to enter, delete, or update
participant data.

This system will be compliant with 21 CFR Part 11 requirements as well as HIPAA, Human
Subjects and Good Clinical Practices.
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3. DOCUMENT NOTATION

The following notation has been used to identify unique user requirements within this

document.

Prefix:
URS Section Reference:
Requirement Reference:

Inserting new requirement(s):

Deleting a requirement:

URS-

2-digit section number in the form nn-

3-digit requirement number starting with 005 with

each successive number incremented by 5, e.g., 005, 010, 015,
etc. Restart numbering on section break.

When inserting a new requirement you may use
successive numbering with no incrimination, e.g.,

to insert 2 new requirements between 005 and 010

one could use 007, 008, etc.

Once approved, do not delete a requirement by removing

it from the document; indicate by suffixing the URS number
with a “D”, e.g., URS-01-010D

The following notation has been used to identify Priority

Essential:

Desired:

Optional:

Indicates that the software will not be acceptable unless these
requirements are provided in an agreed manner.

Indicates that these are requirements that would enhance the
software product, but would not make it unacceptable if they
are absent.

Indicates a class of functions that may or may not be
worthwhile.

4. USER REQUIREMENTS

Reference ‘ Description Priority

SECURITY

URS-01-001 A user must complete the access application (Version 8.0) Essential

URS-01-005 A user must have a valid user name and password to access the Essential
VSIMS-MSA site

URS-01-010 A user must select the applicable protocol from a protocol list Essential
(Version 1.0 and 8.0)

URS-01-015 Only protocols to which a user has access rights will be displayed Essential
in the protocol list

URS-01-020 A user can change their password at any time Essential

URS-01-025 A user can obtain their password via a Forgot Password function if | Essential
they forget their password
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Reference Description Priority

URS-01-030 All passwords must expire after six months Essential

URS-01-035 A user’s session will be timed out by the system after 60 minutes of | Essential
inactivity

URS-01-040 Users who do not select Logout to leave the VSIMS site must login | Essential
twice the next time

URS-01-045 After three failed login attempts a user must be locked out of the Essential
system for 30 minutes

URS-01-050 User accounts not used for six months will be deactivated Essential

URS-01-055 Deactivated accounts will be deleted after one year of inactivity Essential

URS-01-060 All login activity and information must be tracked in a database for 6 | Essential
months, and then archived. (Version 8.0 PQ-2)

URS-01-065 Upon access to the VSIMS site the browser’'s menu bar must be Essential
eliminated

URS-01-070 The system must provide VSIMS menu bar functions within the Desired
system and when viewing PDF documents and forms

URS-01-075 The system requires MS IE 5.01 or Netscape 7.0 or greater Essential

URS-01-080 No two users can have the same combination of user name and Essential
password (tested in Version 1.0)

URS-01-085 The system displays an Enter link on the Enter Page Essential

URS-01-090 The system requires a user to change password and answer forgot | Essential
password question upon first login

URS-01-095 The system requires VSIMS User Rights Essential

PARTICIPANT ID & SPECIMEN ID

URS-02-005 Participant and Specimen (original or child) IDs must be generated | Essential
by the DMCC (Version 1.0 ) (Version 8.0 PQ-3 <test server> ID
generated by DMCC no longer exists in Production)

URS-02-010 System must not allow the use of duplicate IDs Essential

URS-02-015 A user must be able to scan a Participant ID assigned to their site Desired
only

URS-02-020 A user must be able to enter a Participant ID assigned to their site Essential
only

URS-02-025 A user must only be able to scan a 12-digit Specimen ID created by | Desired
the DMCC that matches the protocol (tested in Version 1.0) (tested
in Version 3.0)

URS-02-030D A user must be able to enter a Specimen ID created by the DMCC Essential
regardless of site or protocol (tested in Version 1.0)

URS-02-035 Designated users with DMCC Administrative Rights must be able to | Essential
generate participant IDs and specimen IDs using site ID and
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Reference Description Priority
number of IDs need at <website address>/vs/bin/studies/upn.asp
(tested in Version 1.0 and 2.0 PQ-TC-1) or ID Generation (tested in
Version 1.0 and Version 2.0) (PQ-TC-1 Version 8.0 — removed
feature that allows us to generate participant IDs in production)-

CDE AND FORM DEVELOPMENT AND MAINTENANCE

URS-03-005 Data elements entered and maintained at <website Essential
address>/enterEDRN display on MSA form screens (tested in
Version 1.0 and 4.0)

SUBMIT DATA

Baseline Entry and Follow-up Entry

URS-04-002 Current form versions display at top of Baseline/Follow-up Entry Desired
List and Expired Forms display at bottom

URS-04-003 Sites can enter either a current form version or an expired version Essential

URS-04-004 Only registered sites with IRB approval dates and IRB numbers are | Essential
allowed to access the “submit data” sub-menus

URS-04-005 Only users with VSIMS User Rights equal to Working Rights may Essential
enter, update or delete participant data for their own site. (tested in
Version 1.0 and Version 6.0)

URS-04-010 Users with VSIMS User Rights equal to Visitor Rights and Master Essential
Visitor Rights can only view participant data.

URS-04-015 A user must select the radio button for a form and click the submit Essential
button to enter the form data

URS-04-020 The Participant ID must be a required field on each form Essential

URS-04-025 The Protocol ID and Site ID pre-populate on each form based on Desired
the users identity (tested in Version 1.0)

URS-04-030 The Visit Code calculates and pre-populates on each follow-up Desired
form and user instructed to complete study termination form after
F24 visit window closes (re-tested in Version 4.0)

URS-04-035 The system must automatically step through the form based on the | Essential
answers provided (Reference 108-FS Appendix 1) (tested in
Version 1.0 and Version 2.0 PQ-TC-2 and Version 4.0)

URS-04-040 The system must perform edit checks for MSA Consent and MSA Essential
Eligibility and ensure acceptable ranges during entry (Reference
108-FS Appendix 1.) (tested in Version 1.0 and Version 2.0 PQ-TC-
3)

URS-04-045 The system should permit a User to display confirmation page Desired
(tested in Version 1.0 & 4.0)

URS-04-050 The system must permit a User to re-print a confirmation page. Desired
(version 1.0) Ineligible notes display when pertinent (Version 4.0,
0Q-7)
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Reference Description Priority

URS-04-065 The Update task must be optional for all baseline forms Desired

URS-04-070 A baseline form cannot be updated after a participant’s eligibility Essential
has been confirmed and a final group assigned, unless VSIMS
User Rights equal to Administrative (Data Entry) (tested in Version
1.0 and Version 6.0)

URS-04-075 The Update task for all baseline forms is only available to users Essential
with VSIMS User Rights equal to Administrative (Data Entry) after a
participant has been confirmed and a final group assigned (tested
in Version 1.0 and Version 2.0 PQ-TC-2 and Version 4.0 and
Version 6.0)

URS-04-080 The Update task for all follow-up forms is only available to users Essential
with VSIMS User Rights equal to Working Rights

URS-04-085 The system must require a reason for a change and track the user, | Essential
date/time if a user is using the update task.

URS-04-090 The system shall allow user with VSIMS User Rights equal to Desired
Working Rights to delete a baseline form up until eligibility has been
confirmed and a final group assigned

URS-04-095 Only users with VSIMS User Rights equal to Administrative (Data Essential
Entry) can delete a form after eligibility has been confirmed and a
final group assigned

URS-04-100 The system shall require a reason and track the user and date/time | Essential
if a user is using the delete task.

URS-04-105D The system limits access to Core Pathology and Follow-up Core Desired
Pathology Forms (tested in Version 1.0 deleted in Version 2.0 PQ-
TC-4)

URS-04-110 Forms are uniquely identified by primary keys and primary keys are | Essential

the only way to subsequently access a form screen, including
access to sub-forms (Version 1.0 and 4.0)

URS-04-115 The system shall allow users with VSIMS User Rights equal to Essential
Working Rights to enter the following forms: (Version 1.0 and 4.0)

Hard Copy Forms

URS-04-220 The system must allow all users print capabilities of any blank Desired
baseline or follow-up form (tested in Version 1.0 and Version 2.0
PQ-TC-4) (Version 4.0, OQ-1)

Data Transfer

URS-04-225 Users can download data, transfer participant data and transfer Desired
specimen data to another location and the location can upload the
data (tested in Version 1.0 and Version 8.0 OQ-TC-6)

CONFIRM ELIGIBILITY

URS-05-005 The system must automatically perform a series of edit checks to Essential
determine a participant’s eligibility (Reference 108-FS Appendix 1)
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(tested in Version 1.0 and Version 2.0 PQ-TC-3) (Version 4.0)

URS-05-010 The system must automatically assign an eligible participant to an Essential
appropriate group (Reference Appendix 1 in 108-FS) (tested in
Version 1.0 and Version 2.0 PQ-TC-3)

URS-05-015 The system must generate a contact schedule for participants Desired
assigned to Cases Group 3 (tested in Version 1.0 and Version 2.0
PQ-TC-3)

URS-05-020 The system must permit a User to re-print a contact schedule for Desired
Cases Group 3

SPECIMENS

Tools

URS-06-005 The system shall allow users with VSIMS User Rights equal to Essential
Administrative to perform the Tools actions

ID Generator

URS-06-010 The system shall allow an authorized user to create Specimen IDs Essential

that will be recognized by the database.
Find Participant ID

URS-06-011 This program allows for a DMCC user to enter a Pair ID and identify E tial

the corresponding Participant ID (Version 4.0) ssentia
Run QC Selection

URS-06-015 The system shall provide the ability to produce a random selection E tial
of study IDs for each participating site for Quality Control purposes. ssentia

Enter/Update

URS-06-016 Only sites with IRB approval have access to sub-menus within Essential
Specimen Tracking System

URS-06-017 Specimens can only be entered for a participant who has signed a Essential
Consent Form

URS-06-018 Defective/Lost requires a reasons Desired

URS-06-020 The system shall allow a user assigned to a laboratory or DMCC Essential
site with VSIMS User Rights equal to Key Staff, Working or
Administrative the ability to perform the Enter/Update action to
update an original specimen, create/update a Child Specimen ID
and create/update a Child Specimen originating from another Child
Specimen (Version 8.0 — OQ-5)

URS-06-025D The system shall allow users with VSIMS User Rights equal to Essential
Working Rights the ability to perform Enter/Update action to
enter/update an original specimen via a hyperlink on the MSA
Specimen Collection Form or the Follow-up Urine Collection Form
up until specimen is shipped

URS-06-030 The system shall display the specimen processing questions after Essential
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Reference Description Priority
assigning all original specimen IDs. (tested in Version 1.0 and
Version 2.0 PQ-0OQ-TC-2)

URS-06-031 The system displays the specimen processing question link on the Essential
Enter/Update page (tested in Version 1.0)

URS-06-032 DMCC delete specimen (Version 4.0) Essential

URS-06-033 Assay results can be entered (Version 4.0) Essential

URS-06-034 Users with DMCC administrative rights can replace specimen IDs, Essential
which automatically changes Pair ID (Version 5.0)

URS-06-035 Site ID XXX with “master visitor rights” is not able to view Specimen | Essential
Tracking System (version 8.0 PQ-3).

Shipping

URS-06-035 All users with VSIMS User Rights equal to Key Staff, Working or Essential
Administrative must be allowed to access the Specimens: Shipping
action

URS-06-040 All users with VSIMS User Rights equal to Master Visitor or Visitor Essential
are not allowed access to the Specimens: Shipping action.

URS-06-045 The system shall display the specimen processing questions prior Essential
to shipment if not answered during original specimen 1D
assignment

URS-06-050 System generates a pre-confirmation box prior to final shipment,
individual IDs do not appear (version 1.0 & version 4.0)

Receiving

URS-06-050 All users with VSIMS User Rights equal to Key Staff, Working or Essential
Administrative must be allowed to access the Specimens:
Receiving action (tested in Version 1.0)

URS-06-055 All users with VSIMS User Rights equal to Master Visitor or Visitor Essential
are not allowed access to the Specimens: Receiving action. (tested
in Version 1.0)

URS-06-060D The system displays the specimen processing question link on Essential
every page (tested in Version 1.0)

Search

URS-06-065 The system shall allow all users to access the Specimens: Search Essential
action

URS-06-070 A user shall only be able to view specimen information for their site | Essential

URS-06-075 The system shall not allow users from an analysis laboratory site Essential
(Primary MSA Lab or QC Lab) to see Participant ID, only Pair ID.
(tested in Version 1.0) Not allowed to view any information for a
replaced specimen ID (Version 5.0)

ISSUE TRACKING
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Reference Description Priority
Not being validated

REPORTS

URS-07-005 The system will allow all users to access the Reports function Desired
(tested in Version 1.0 and Version 2.0 PQ-TC-5) (Version 4.0, OQ-
TC-2) (Version 4.0)

URS-07-010 Site ID XXX with “master visitor rights” is not able to view Essential
Specimen Data Reports (version 8.0 PQ-3).

STUDY INFO
Directory

URS-08-005 Directory functions for assigning VSIMS User Rights shall be Essential
limited to users with VSIMS User Rights equal to Administrative.

URS-08-010 The system shall be capable of allowing VSIMS User Rights to be Essential
assigned by protocol (e.g., a user may have a different set access
rights and permissions for each protocol)

ADMINISTRATION
User Account Manager

URS-09-005 This system component shall be limited to staff with VSIMS Users Essential
Rights equal to Administrative.

URS-09-010 The system shall allow an authorized user to email a VSIMS user Desired
their VSIMS user name and password. The password will be
encrypted such that the sender cannot determine the password.

URS-09-015 The system shall allow authorized users to reset their password Essential
reminder questions

URS-09-020 The system shall encrypt passwords such that only the owner of Essential
the password has knowledge of it.

Protocol Manager
Not being validated

Protocol Registration
Not being validated

File Manager

URS-10-005 System component limited to staff with DMCC Administrative Desired
Rights.

URS-10-010 The system shall provide the ability to permit an authorized user(s) | Desired

to enter and update files and message profiles in the VSIMS
database. This provides a description of the file or message and

(tested in Version 1.0 and Version 2.0 PQ-TC-6

creates document links or text messages to appear on a web page.

Project Request
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Reference Description Priority

Not being validated

Login Report

URS-11-005 This System function shall be limited to staff with VSIMS User Essential
Rights equal to Administrative

URS-11-010 The system shall provide a Login Report that will be used to Essential
determine who has logged in from a particular site, or from all
EDRN sites, within a specified time period

Not Logged in for 6 Months

URS-11-015 The system shall provide the ability to report on users who have Desired
access to an EDRN secure web site, but have not used their
access accounts in the past 6 months.

Not Logged in for 12 Months

URS-11-020 The system shall provide the ability to report on users who have Desired
access to an EDRN secure web site, but have not used their
access accounts in the past 12 months.

AUDIT TRAIL

Audit Trail

URS-12-005 System must provide an Audit Tralil related to each: Essential

URS-12-010 - Participant by Baseline or Follow-up Form Essential

URS-12-015 - Specimen Essential

URS-12-020 The audit trail must include the date and time, the action performed, | gssential
and the user ID or user name.

URS-12-025 The audit trail must identify each data element of the form to which | ggsential
a change is being made and must contain the data in their original
state and the data in their changed state.

ISSUE TRACKING

URS-13-010 Site ID XXX with user rights = to “master visitor rights” can not Essential
access Issue Tracking System (version 8.0 PQ-3)

5. INTERFACE REQUIREMENTS

No system linkages or interfaces are planned at this time for VSIMS-MSA. Data will only be
entered into the system via keyboard, scanner or electronically transferred (electronic
transfer not yet developed and not part of the validation process at this time). Future links or
interfaces may be added to VSIMS-MSA per the change control procedures.
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6. VENDER SYSTEM SUBMITTED DOCUMENTATION
REQUIREMENTS

The VSIMS-MSA application does not include any purchased systems that are used out-of-
the-box or configured.

7. CONSTRAINTS

Reference Description Priority

URS-13-005-D The system will use the same user accounts (user name and Essential
password) as the EDRN Secure Website when the users are the
same users and complete the appropriate access application.

URS-13-010-D The system will be maintained on the same server as the EDRN Desired
Secure Website.

URS-13-015 Except for maintenance or unexpected outages, the system will be Desired
available 24/7. Routine maintenance will be performed outside the
hours of 5:00 AM PST to 5:00 PM PST Monday through Friday.
System users will be notified if an outage greater than 15 minutes
occurs within this window.

URS-13-020-D The system will be developed to be used for all EDRN Validation Essential
Studies. It must be flexible and data driven.

URS-13-040 VSIMS-MSA shall be operated in an environment that meets the Essential
hardware manufacturing specifications.

URS-13-045 VSIMS-MSA must have at least one backup per weekday to ensure Essential
no loss of data

URS-13-050 The system shall comply with all applicable institutional and Essential
government regulations regarding data security and participant
privacy (e.g. HIPAA, etc)

URS-13-055 The system user interface shall be compatible with Internet Essential

Explorer and Netscape on multiple platforms

8. REFERENCES

1) COMPASS, VSIMS — MSA: Glossary of Terms, 108-glossary.doc
2) 108-FS Appendix 1



